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3. Select conjunction key: Select “-“ to be the conjunction key from the drop-down 
list. 

 

 
 
4. Select choice key 2: Select F3 from the Key 2 drop-down list. Click Save to 

complete the setting. 
 

 
 
You will see the created button key is showing on top of the page. To trigger this 
remote button key, you have to press Right Shift key and release, then press F3 
function key on keyboard. 
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Open the Remote KVM Console (see the section Remote Control), you will see the 
button key L-Shift + F3 and R-Shift - F3 are shown on the drop-down menu. Clicking 
on the button key will send the key codes to the remote host computer. 
 

 
 
5.2.9 Serial over LAN 
This page allows you to configure the Serial port settings. 
 

 
 

Item Description 
Operation Mode Select the operation mode from drop-down list. 
Serial Power Mode Select the serial power mode to be RS232 or RS485. 

 
The Serial Power Controller (SPC) is a family of intelligent power distribution units that 
enables remote power control of servers and network appliances. When used in 
conjunction with IP KVM, the SPC provides comprehensive management capabilities 
and quick problem resolution by integrating console access with power control into a 
single interface. The SPC supports both RS232 and RS485 interfaces and can be 
located up to 1.2km away from the controlling master, and has the Daisy chain 
capability in RS485 mode. Refer to section “Serial Power Control” for more details 
about Serial Power application. 
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5.2.10 Users 
Administrator can create as many as 10 user accounts for controlling the IP KVM. 
 

 
 
5.2.11 SSL Certificate 
This page allows you to configure SSL (Secure Sockets Layer) certificate. A SSL 
certificate is a digital identification which contains information to attest that certificate 
belongs to specific person, organization, server or other entity noted in the certificate. 
IP KVM supports secure HTTP (with the prefix https://) to make configuration change 
via web page. The server side SSL certificate identify IP KVM server itself so that you 
can rely on the certificate and make the configuration change confidently. 
IP KVM is capable of uploading customized certificate files to web server. The 
certificate file suite includes three files. All three certificate files must be uploaded to 
complete certificate upgrade. The file upload interface is similar to firmware upgrade. 
Once all certificate files are uploaded, you have to initiate a reboot command 
manually to make the new certificate effective. 
Browse prepared CA files (follow procedure in Appendix B to prepare CA files with 
same assigned filenames) and upload those files to IP KVM. Please double check 
each files before uploading. A false CA file suite may disable secure HTTP function. 
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1. Click Browse to select the rootca.pem as the Default Certificate and click 
Upload. 

2. Click Browse to select the rootca.key.pem as the Default Private Key and click 
Upload. 

 

 
 
3. Click OK to reboot the IP KVM. 
 

 
 
4. You can then check the Certificates from Windows IE browser Tools Internet 

Options Contents Certificates View. 
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5. Click Install Certificate to install the Certificate. 
 

 
 
6. Click Next to import the Certificate. 
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7. Specify t he file you want to import and click Next to import the Certificate. 
 

 
 

8. Select a location to save the Certificate and click Next. 
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9. Click Finish to complete Certificate import. 
 

 
 

The way to tell a secure web connection from unsafe one is by looking up a lock 
symbol ( ) on your browser (on the bottom-right of browser of IE6 or on the address 
bar of IE7). You can double click on the symbol to examine the detail information of 
server side certificate. 
 
Once you have prepared a publicly signed CA suite files, complete CA files upload in 
SSL Certificate page. A system reboot will make IP KVM to take the new CA suites as 
its certificate. You can verify the new certificate by looking into IP KVM certificate in 
next https session. 
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The following example demonstrates a publicly signed certificate and information 
registered to certificate authority (VeriSign). 
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5.2.12 LDAP 
This page helps you to download user list of LDAP (Lightweight Directory Access 
Protocol) server then create the user account from this list directly. LDAP is an 
application protocol for querying and modifying directory services running over 
TCP/IP. 
 

 
 

Item Description 
Enable LDAP Authentication Check to enable LDAP authentication. 
Port Enter the port number of LDAP Server. 
IP Address Enter the IP address of LDAP Server. 
Bind Password Enter the password for authentication. 
Bind DN Enter the DN (Distinguished Name) for the server 

uses to bind to the directory. 
Searchbase Define the location in the directory from which the 

LDAP search begins 
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5.2.13 Terminal Console 
This page allows you to configure the terminal console setting. 
 

 
 

Item Description 
Band Rate Select the bps (bits per second) from the drop-down list. 
Data Select the data bits from the drop-down list. 
Parity Select the parity type from the drop-down list. 
Stop Select the stop bits from the drop-down list. 
Flow Control Select the flow control method from the drop-down list. 

 
5.2.14 Network Port Setting 
This page allows you to configure network port settings. 
 

 
 

Item Description 
Enable Terminal 
Access 

Check to enable terminal access. 

HTTP Port Enter the HTTP (Hypertext Transfer Protocol) port number for 
network settings. 

HTTPS Port Enter the HTTPS (Hypertext Transfer Protocol Secure) port 
number for network settings. 

SSH Port Enter the SSH (Secure Shell) port number for network settings. 
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5.2.15 SNMP 
This page allows you to configure SNMP (Simple Network Management Protocol) 
settings. 
 

 
 

Item Description 
Enable SNMPv1/v2 Check to enable SNMPv1/v2. 
Access Level Select the access level to be read-and-write or read only. 
Community String Enter the community string (password) for the access. 
Enable SNMPv3 Check to enable SNMPv3. 
User Account The account you login to the IP KVM. 
User Access Select the access level to be read-and-write or read only. 
Authentication 
Protocol 

Select the authentication protocol to be SHA (Secure Hash 
Algorithm), MD5 (Message-Digest algorithm 5) or None. 

Authentication 
Passphrase 

Enter the passphrase (password) for authentication. 

Privacy Protocol Select the privacy protocol to be DES (Data Encryption 
Standard (64-bit encryption)), AES (Advanced Encryption 
Standard (128-bit encryption)) or None. 

Privacy Passphrase Enter the passphrase (password) for authentication. 
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5.3 Remote Control 
This page allows you to launch the redirection console or open the terminal console. 
The most powerful feature of IP KVM is the ability to redirect the host system’s 
console. You can manage your host system as if it were physically in front of you. 
 

 
 
5.3.1 Console Redirection 
The most powerful feature of this IP KVM is the ability to redirect the host system’s 
console. It means you can manage your host system as if it were physically in front of 
you, but not. This page allows you to start JAVA Remote Console (RC) session with 
the host system. 
 

 
 
1. Click Java Console. It will invoke the remote KVM redirection software, Java 

applet. 
 
Note: In order to run this function, the system need support J2RE (Java 2 Runtime 
Environment) 1.6 and above or Sun JRE (Java Runtime Environment) 6.0 and 
above. You can get the Java Software from the website 
http://www.java.com/en/download. 

 
Note: For the Remote Console function, the following TCP ports will be used: 443, 
7578 and 12150. So the network settings (e.g., IP filter of the IP KVM switch, the 
firewall) shall not block these TCP ports. 
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2. Click OK on the Security Warning. The remote console will display as below. 
 

 
 
5.3.1.1 Video 
It allows you to configure the Video settings of remote console. 
 

 
 

Compression 

This item is use to select the mode for compress video signal: 
♦ None: (default) Use hardware compressing engine. For wide 

bandwidth internet. 
♦ Type-I: Level 1 software compressing engine. For xDSL/Cable 

Modem. 

Full Screen 

This menu item can be used to view the Console Redirection in Full 
Screen mode. Note that you have to set your client system’s screen 
resolution to 1280 x 1024 so that you can view the host system in 
true full screen. 
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5.3.1.2 Keyboard 
It allows you to configure the Keyboard settings of remote console. 
 

 
 

Left Windows 
Key 

This item is used to access the left-side <WINDOWS> key during 
a Console Redirection session. The following actions can be 
performed: - Hold Down - Press and Release  

Right 
Windows Key 

This item is used to access the right-side <WINDOWS> key during 
a Console Redirection session. The following actions can be 
performed: - Hold Down - Press and Release 

Alt+Ctrl+Del 
This item is used to act as if you press the <CTRL>, <ALT> and 
<DEL> keys down simultaneously on the host system that you are 
redirecting. 

Full Keyboard This item is used to enable all keystroke of your keyboard. 
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5.3.1.3 Mouse 
It allows you to configure the Mouse settings of remote console. 
 

 
 

Sync Cursor Select this function to bring the mouse cursor in or out of 
remote console. 

Double Mouse Mode Select this function to enable double mouse mode. 
Mouse Mode Select the mouse mode of remote console. 

 
5.3.1.4 Options 
It allows you to configure bandwidth, auto-adjust the screen’s position and enable 
Keyboard/Mouse Encryption of remote console. 
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Bandwidth To regulate the network bandwidth. 
Auto Adjustment To auto adjust the position of Java Viewer on the screen. 
Keyboard/ Mouse 
Encryption 

To encrypt the keyboard/mouse signal 

 
5.3.1.5 Device (Virtual Media Redirection) 
With Redirection function you can work with a drive from your local computer on the remote 
machine. The drive is hereby shared over a TCP network connection. Devices such as floppy 
drives, CD-ROMs and other removable devices like USB sticks can be redirected. 
 

 
 

Redirect CDROM This menu item can be used to start or stop the redirection of 
the CD-ROM drive. 

Redirect ISO It can redirect the CD Image file from client computer. 

Redirect Floppy/ 
USB Key 

This menu item can be used to start or stop the redirection of 
the floppy or USB drive. 

Redirect Floppy/ 
USB Key Image 

It can be chose the Floppy or USB Image file from client 
computer. 

 
Please note that Drive Redirection works on a level which is far below the operating 
system. That means that neither the local nor the remote operating system is aware 
that the drive is currently redirected, actually. This may lead to inconsistent data as 
soon as one of the operating systems (either from the local machine, or from the 
remote host) is writing data on the device. If write support is enabled the remote 
computer might damage the data and the file system on the redirected device. On the 
other hand, if the local operating system writes data to the redirected device the drive 
cache of the operating system of the remote host might contain older data. This may 
confuse the remote host’s operating system. It is recommended to use the Drive 
Redirection with care. 
The following example is the operating procedures of CD-ROM redirection. 
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1. Make sure the USB cable is connected between IP KVM unit and host computer. 
2. Select Device > Redirect CDROM. 
3. Choose a drive to be redirected (e.g., drive E of local computer). 
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4. Open the redirected drive (e.g., drive E, which is redirected to drive E of local 
computer). 

 

 
 
5. Inspect the redirected contents of drive E (local computer) and drive G (host 

computer) should be the same. 
 
5.3.1.6 Keys (Remote Button Key) 
Remote Botton Key allows you to specify a hotkey combination which starts either the 
mouse synchronization process if pressed in the Remote Console, or is used to leave 
the single mouse mode. 
 
Remote 
Console Button 
Keys 

Button Keys allow simulating keystroes on the remote system 
that cannot be generated locally. The reason for this might be a 
missing key or the fact, that the local operating system of the 
Remote Console is unconditionally catching this keystroke 
already. Typical examples are “Control+Alt+Delete” on Windows 
and DOS, what is always caught, or “Control+Backspace” on 
Unix or Unix-like OS for terminating the X-Server. The syntax to 
define a new Button Key is as follows: 
[confirm] <keycode>[+|-[*]<keycode>]* 
“confirm” requests confirmation by a dialog box before the key 
strokes will be sent to the remote host. 
“keycode” is the key to be sent. Multiple key codes can be 
concatenated with a plus, or a minus sign. The plus sign builds 
key combinations, all keys will be pressed until a minus sign or 
the end of the combination is encountered. In this case all 
pressed keys should be released in reversed sequence. The 
minus sign builds single, separate key presses and releases. 
The star inserts a pause with duration of 100 milliseconds. 
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5.3.1.7 Exclusive 
Enable Exclusive to force all other users to exit from the Remote Consoles. No one 
can open the Remote Console at the same time until this user disables the exclusive 
access or logs off. 
 

 
 
5.3.1.8 Soft Keyboard 
A soft keyboard (also called an on-screen keyboard or software keyboard) is a 
system that replaces the hardware keyboard on a computing device with an 
on-screen image map. It enables you to do any input as you were using a hardware 
keyboard. 
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Display Pops up the soft keyboard. The soft keyboard is necessary in case your 

host system runs a completely different language and country mapping 
than your administration machine. 

Language Used for choosing the specific language and country mapping of the 
soft keyboard. 

 
5.3.2 Terminal Console 
You must enable remote access on Network Port Settings page before you can use 
this function. 
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5.4 Serial Power Control 
This page allows you to configure Serial Power application over LAN. Click Serial 
Power Configure to setup the settings of Serial Power. 
 

 
 
Click Lookup to search the available Serial Power devices. 
 

 
 
The IP KVM offers Configuration page and Management sub-pages for SPC control. 
Below is an example diagram of SPC application. Please refer to Serial Power 
Controller’s User Manual for mores details. 
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The Configuration page allows you to configure or modify the name and delay time 
of each port. 
 

 
 
Device /Port 
Name 

Configure the device and each port name of the Serial Power.

Port Delay Time Configure the delay time of each port from 1 to 9999 seconds.
 
The Management page provides multiple SPC control options for you to configure. 
With IP KVM networking capability, all the SPC management can be done remotely, 
anywhere and anytime. 
 

 
 
Current Value Shows the current value of the serial power. 
Use Power on 
Delays 

Select to enable (green button) the delay time function of Serial 
Power. 

Single Outlet 
Switch 

Select to turn the switch of outlet On (green button) or Off (gray 
button) individually. It also shows the name and the delay time of 
the outlet. The outlet number depends on the Serial Power 
device you connected. 
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5.5 Maintenance 
5.5.1 Firmware Update 
Firmware can be easily upgraded via web page. This section describes the update 
procedures. 
 
1. Select Maintenance from the Menu Bar. 
2. Click Enter Update Mode. 
 

 
 
Note: Once enter this mode the device will reboot eventually. 

 
3. Click OK. 
 

 
 
4. Click Browse and select the file of the firmware image that you want to upgrade to 

or click Cancel to exit from update mode. 
5. Click Upload to upload the image file to the IP KVM. 
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6. Click Start Upgrade. 
 

 
 
7. Click OK. 
 

 
 
Warning!!! During this upgrading process, we should not disconnect the power or 
the Ethernet cable, since it may cause upgrade failure and destroy the image in 
Flash memory. In this case, we have to upgrade though bootloader process, which 
is not as friendly as the web method. 
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8. After a few seconds, the message Firmware Upgrade has been completed will 
be shown, indicating the new firmware has been upgraded into the Flash memory. 

 

 
 
If you want to run the new firmware, you need to close and refresh the browser 
session. It will take about one minute to finish the system reboot. 
 
Warning!!! DO NOT power off the IP KVM or disconnect Ethernet cable while 
upgrading process. This may cause upgrade failure and destroy the image in Flash 
memory. 

 
Warning!!! A new firmware release version may need one or two images to 
upgrade. You have to upgrade all to-be upgraded images before rebooting the 
system. Otherwise may cause inconsistency between kernel and application 
firmware and the system may not be able to start up successfully. In this case, we 
have to upgrade though bootloader process, which is not as friendly as the web 
method. 

 
5.5.2 PS/2 Firmware Update 
1. Refer to the diagram below. Connect the DB9 Serial Port on IP KVM to computer 

with a DB9 Null modem cable (not include in the package). 
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2. Login to the IP KVM. From Maintenance item then Firmware Update. Click 
Update PS/2 Firmware to update the image file to the IP KVM. 

 

 
 
3. Click OK. 
 

 
 
4. Double click to launch “Firmware Upgrade Utility.exe”. 
5. Click CheckPIC to search IP KVM. The message will then display when found the 

IP KVM. 
 

 
 

6. Click Browse to select the upgrade file. Make sure the file you select is the correct 
version for upgrading. 

7. Click Write Flash to start to upgrade. The upgrade process takes about 2 
seconds. 
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8. A “WRITE OK” message will then display when the upgrade process is completed 
successfully. 

 

 
 
9. Click the Reset the device. 
 

 
 
10. The device will be reset. Please close the browser session and re-open a new one 

to reconnect to the IP KVM. 
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5.6 System Log 
The log function will log the system operation, such as login activity, no matter fail or 
success information. The system log buffer is pre-allocated at 300K bytes size. If the 
logging data exceeds the pre-allocated size, the new data will overwrite the old logs. 
 

 
 
5.7 Reset IP KVM 
The page allows you to reset IP KVM by pressing the Reset button. 
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6 Troubleshooting 
Make sure that all cables are well seated. Label all cables with the name/number for 
each respective computer to avoid confusion. 
 
1. The KVM Switch’s LED does not light up. 

♦ Make sure the power adapter is plugged into KVM Switch. If the LED still 
won’t light up, perform soft reset (press the reset button on KVM Switch’s 
front panel) to reset KVM Switch. 

♦ Power cycle KVM Switch. 
 

2. The computer has started up, but keyboard or mouse does not work. 
♦ Make sure your keyboard and mouse work fine if directly plugged into the 

computer. 
♦ PS/2 computer’s keyboard and mouse are not hot pluggable, make sure 

PS/2 cable are well connected then reboot the computer. 
♦ Make sure USB cables are well connected then reboot the computer. 
♦ Do not press any key on the keyboard while the selected computer is 

booting up. Otherwise it might cause the keyboard error or keyboard 
detection fail by the Host side. 

♦ Try a different keyboard, but use only 101/102/104-key keyboard. 
♦ Do not move the mouse or press the mouse buttons when switching ports. 
♦ Power cycle KVM Switch. 

 
3. No video signal is displayed on the monitor. 

♦ Connect your monitor directly to the server to verify that your monitor is 
functioning properly. 

♦ Make sure all connectors are connected properly. 
♦ Make sure the power adapter is connected to the KVM Switch. 
♦ Use hotkey "SPACE" to bring up the OSD, and confirm the port is selected 

and connected to a server. 
♦ See next item, make sure the computer’s VGA output resolution match the 

monitor’s resolution. 
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4. The computer’s VGA resolution does not match the monitor’s resolution. 
♦ Make sure VGA resolution works fine if directly connect the monitor to the 

computer. 
♦ Turn off the computer, wait few seconds then turn it on again. Note that 

during computer startup, it will try to obtain the information of the connected 
monitor’s resolution from its VGA port. So before computer startup, the 
monitor and KVM Switch should be already ON and running. 

♦ The DDC function of KVM Switch will dynamically detect and copy the DDC 
data from the monitor that attached to the LOCAL console port, and that 
data will be fed to the host computer during computer startup. 

♦ When you want to change the monitor, power off the KVM Switch first. Then 
connect the new monitor to the KVM Switch and power on the monitor. You 
must power the monitor before KVM Switch, so that the KVM Switch can 
detect the monitor’s settings and pass the settings to the computer. 

♦ The recommended power on sequence is: monitor  KVM Switch  the 
computers. 

 
5. I forgot the password for login to OSD. 

♦ Try the default password eight zeros “00000000”. 
♦ If you forget the password you changed, please contact your supplier. 
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Appendix A: Specifications 
 

Connector 
LAN: Standard RJ-45 Connector 
Serial Port: DB9 (male) 
Mini USB: USB 2.0 Type B 

OS Supported Windows 2000/XP/Vista/Server 2003, Linux Fedora core 
6.0 (or above) 

Browser Supported IE6.0, Firefox 1.0 (or above) 
Video Resolution 
(Local Console) 1920x1200 

Video Resolution 
(Remote Console) 1280x1024, 1024x768, 800x600, 640x480, 720x400 

High Color Depth 16 bits 
Remote Control KVM Console (Java Applet), Terminal Console 

Serial Port Mode 
Configuration Console (load setup default) 
Serial over LAN (passthrough access to serial port), 
Power Control 

IP Settings DHCP, Fixed IP, DDNS 
Network Connection 10/100 BaseT 

Protocols TCP, IP, ARP, ICMP, HTTP/HTTPS, SSH, DHCP, NTP, 
DNS and Dynamic DNS 

Management Interface Web 

Security 
SSL 256-bit data encryption 
Secure encryption of keyboard and mouse signals 
Inactivity timeout 

Authentication SSL Certificate 
Firmware Upgrade via Web interface 
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Appendix B: Creating CA Files 
 
You need to install openssl toolkit before create the CA files mentioned above. We 
explain here how to generate the certificate for the IP KVM web server using 
openssl. You can refer to http://www.openssl.org. for more details about OpenSSL. 
 
Download OpenSSL 
1. Download OpenSSL from 

http://www.slproweb.com/products/Win32OpenSSL.html. 
2. Here we are using Win32OpenSSL_Light-0_9_8j.exe for the example. 
3. Double click on the file to install Win32OpenSSL_Light-0_9_8j.exe. 

If you have problem to install the software, please install Microsoft Visual C++ 
2008 Redistributable Package(x86) from Microsoft website 
http://www.microsoft.com/downloads/details.aspx?familyid=9B2DA534-3E03-43
91-8A4D-074B9F2BC1BF&displaylang=en. 
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4. If you have problem to run the software after installation. Please install Microsoft 

Visual C++ 2008 Redistributable Package(x86) from Microsoft website 
http://www.microsoft.com/downloads/details.aspx?familyid=9B2DA534-3E03-43
91-8A4D-074B9F2BC1BF&displaylang=en. 
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Create Certificate 
1. Prepare for RootCA key. 

openssl genrsa -des3 -out rootca.key 1024 
 

 
 
2. Create RootCA Certificate Signing Request (CSR). 

openssl req -new -key rootca.key -out rootca.csr –config openssl.cfg 
 

 
 
You will be prompted for the PEM pass phrase twice for the key and than you have 
to enter some information necessary for the certificate: 
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Here is an example: 
Country Name CHINA 
State or Province Name GUANGDONG 
City or Locality DONGGUAN 
Organization Name ANNSO 
Prolix Organizational Unit MARKETING 
Common Name (SERVER HOST NAME) www.annso.com 
Server Administrator's Email Address sales@annso.com.cn 

 
Note: You need to have a DNS server to resolve the Domain name (Common 
Name), otherwise, please just enter the IP address. 

 
3. Signed by Trustworthy CA. 

openssl x509 -req -days 9999 -in rootca.csr -signkey rootca.key –out rootca.pem 
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4. Remove the passphrase of Rootkey. 
openssl rsa -in rootca.key -out rootca.key 

 

 
 
You can now upload the CA files to your IP KVM from Configuration SSL 
Certificate page. 
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Appendix C: Certifications 
 
FCC 
This equipment has been tested and found to comply with Part 15 of the FCC Rules. 
Operation is subject to the following two conditions: 
(1) This device may not cause harmful interference, and 
(2) This device must accept any interference received, including interference that 
may cause undesired operation. 
 
CE Mark Warning 
This equipment is in compliance with the requirements of the following regulations: 
EN 55 022: Class B. 
 
RoHS 
All contents of this package, including products, packing materials and 
documentation comply with RoHS. 
 

   
 




